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Not that I really needed to point his out but, security attacks are moving ‘up the stack.’ 90% of security investments are
focused on network security, yet according to Gartner, 75% of the attacks are focused at the application layer and ‘over
90 percent of security vulnerabilities exist at the application layer, not the network layer.’ SQL Injection and XSS are
#1 and #2 reported vulnerabilities and the top two from the OWASP Top 10. Plus, from Forrester Consulting, the
average loss of revenue per hour for a layer 7 DDoS attack is $220,000. These vulnerabilities are some of the primary
routes that are being exploited in many of the recent attacks.
Modern DoS attacks are distributed, diverse and cross the cavity that divides network components from application
infrastructure yet many of these attacks are preventable. The problem is that organizations are using outdated network
and/or desktop technology to try and protect against sophisticated application security attacks which traditional
solutions like network ﬁrewalls, IPS or AV systems have little to no visibility or role. It’s like trying to protect a city against a
coordinated air attack by digging trenches in the ground. Wrong band-aid for the attack vector.
The solution is an integrated approach that covers network and application security along with access control. Another
dilemma is that security has often been left up to the network gang who may or may not have expertise in and around
the transport and application level exploits. And deploying more network ﬁrewalls, AV, or IPS systems is not really the
answer. You might just be digging more trenches. F5 has technologies like BIG-IP ASM, APM, Edge Gateway and LTM
that can help mitigate the recent attacks. Many of our solutions (particularly ASM) have capabilities to prevent DoS,
DDoS, Brute Force, Parameter Tampering (and dynamic parameters), Forceful Browsing, Web Scraping, SlowLoris,
Access Control, XSS, SQL Injection and the entire OWASP Top 10. ASM can also be conﬁgured to verify the value of
web application set parameters isn’t changed during the user’s session along with ensuring a user has accessed the site
via a login page. With those recent attacks, ASM could have blocked or at least alerted site owners of the intrusion.
Detecting and alerting on this when it started, even without mitigating would have considerably minimized the business
risk. BIG-IP LTM can protect you from a network perspective with BIG-IP ASM from an application angle.
It is interesting that these attacks have been around for a while but also shows how hard it is to get protection right,
especially when the attacks are blended. Once a vector is found to deliver, a variety of exploits can be used in quick
succession to ﬁnd one that will work. Most of these attacks would also have sailed invisibly through an IPS device – no
offense to those solutions – they are just not designed to protect the application layer or didn’t have a signature that
matched. A uniﬁed application delivery platform with multi-layer visibility is the best way to detect and mitigate multi-layer
attacks.
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