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#infosec #cloud #iam Though unfettered access to cloud-deployed applications is touted as a beneﬁt, IT knows that
control over access is necessary
That doesn’t mean that achieving that control is easy.
Well, maybe it’s easy than you might think.
The trick to managing access to cloud-deployed applications
is requiring that access be brokered through infrastructure
over which IT has control, i.e. through services IT can
conﬁgure and manage itself to be compliant with corporate
policies.
Doing so, especially given “anywhere, any client” access models, requires orchestration of several infrastructure
components, starting with DNS.
DNS is (or should be) the gatekeeper to all corporate applications whether they’re deployed locally or in the cloud. By
maintaining control over the corporate namespace, IT can ensure that requests for applications – regardless of from
where those requests originate – can be managed in a manner consistent with corporate access policies.
Yes, users may want to use their iPad, but if it’s an unmanaged device and the application or resource being requested
requires transfer of sensitive corporate data to the device, it may not be acceptable based on security policies (and a
number of governmental regulations, as well). By controlling the namespace, IT can implement a ﬁrst line of access
control.
Once it’s been determined that the location is acceptable for the requested resource, DNS can return the appropriate
resource to the user. That address is, of course, hosted locally and serviced by the application delivery tier, through
which additional security measures can be executed to ensure appropriateness of access.
Such measures might include authentication processes – including additional security questions for veriﬁcation of
identity – as well as scanning the endpoint (when possible) to ensure compliance with access endpoint guidelines that
may include running particular anti-virus or ﬁrewall software. Once it has been determined that the user is authorized to
access the requested resource, a redirect can be issued that automatically sends the user on to their desired destination.
The redirected request may include assertions, tokens, or other identifying data that can be used by the application for
further validation, if desired.
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